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Overview

• ccTLDs operate DNS infrastructure (but not only!)

• Fundamentally not more complicated than most other 
DNS operations

• But there is added responsibility in being at the apex
– If they fail in some way, many are affected

• Need for reliable infrastructure AND data integrity
– Doesn't help to have stable DNS serving bogus



Overview (2)

• Multiple areas of focus
– Operational stability
– Data security & integrity
– Redundancy & diversity



Areas of risk

• Accidents
– Server crashes, loss of backup, natural catastrophy

• Targeted attacks
– Denial of Service

– Application weaknesses
• Insufficient data validation

• Buffer overflows

• SQL injections

• Bugs

– Social engineering attacks
• Pretend to be an employee/customer to customer/employee



Areas of risk (2)

• Combined failures : accidents induced by application 
weaknesses

– Insufficient error checking

– Insufficient validation (invalid DNS data)

• This has hit well known, well run TLDs with many 
years of operational experience :
– .DE incident (undetected out-of-diskspace condition)

– .SE incident (missing dot after a name – a classic DNS 
manual error!)



Areas of risk (3)

• Note that security doesn't only mean 
« hackers »

• Data security – backup ?

• Data integrity – change management, 
verification of the output

• Think « shotgun, seatbelt and safety hat»
– Need to protect against attacks, accidents, 

and incompetence



Attacks : why are ccTLDs 
targeted ?

• Free domains ?
• Not that simple...

– New domains to send spam from 
• so called fast flux networks

– Extortion
• we'll take down your domain if you don't pay

– Impersonation / espionage
• Not necessarily detected right away
• Intercept & relay (man in the middle)



Mitigating these risks

• A combination of operational best practices :
– Service availability

• Geographical and software diversity

• Redundancy (multiple DNS servers, Anycast)

– Data integrity & protection
• Backups

• Verifications

• Need to implement monitoring to detect 
problems early on !



Best practices

• Keep configurations and zone files under revision control

– Or maintain a transaction log
• Generate, don’t edit, zone files

– DB backends, automated zone edition and validation

– Multiple existing free solutions for this nowadays

• Monitoring your zones, periodically

– Many tools for this, including Nagios, DSC, 
Smokeping



Best practices (2)

• Diversify OS and software

– BIND, NSD
• Log monitoring

– Keep an eye on what your services are telling you !
• Arrange for off-site backup of your data

• Make sure you have geographically diverse DNS secondaries

– Haiti (.HT)

• Have a disaster recovery plan

– What happens when everything fails ?



Questions?

Thank you
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