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What does Netdot do? 

•  Discovers network devices and topology using 
SNMP 

•  IPv4 and IPv6 Address Management (IPAM) 

•  Documents cable plant details 

•  Organizes contact informaOon 

•  Generates configuraOons for other tools 
•  Has role‐based access control 
•  Useful reports 



Why Netdot? 

•  Centralize and integrate network informaOon 
•  Reduce manual processes  
– manual == outdated 

•  Accurate inventory 
•  Delegate tasks to departments/customers 

•  There were no similar open source projects 
– Most other tools do only one thing 



Netdot – The source of “truth” 



Device DocumentaOon 

•  Device informaOon: 
–   Interfaces and IPs, subnets, VLANs, modules 
–   BGP Peers 
–   ARP tables, forwarding tables, Spanning Tree 
– Manufacturer, model, OS version, etc. 

–  Uses SNMP::Info (from Netdisco project) 

•  We can add more informaOon manually 
–  LocaOon, contacts, monitoring, port assignments,  



Device DocumentaOon 



Device InformaOon – BGP Peers 



Device Inventory 



Topology Discovery 

•  Discovers Layer 2 Topology 
–  Collects and analyzes CDP/LLDP, Spanning Tree,  switch 
forwarding tables and point‐to‐point subnets 

–  Assigns each of these sources a weight and calculates an 
overall score for the likelyhood of a link between two 
interfaces 
•  CorroboraOng informaOon increases the score, while contradicOng 
informaOon lowers the score 

•  Uses topology informaOon to determine Nagios 
dependencies 



Topology Graphing 



Spanning Tree VisualizaOon 



IP Address Management 

•  Organizes v4 and v6 address space hierarchically 
–  Learns subnets from L3 devices 

•  Shows graphical representaOon of IP blocks 
•  Generates DNS zone files and DHCP configuraOons  

–  ISC BIND and DHCPD 

•  Tracks IP and MAC addresses over Ome 
•  Generates and updates DNS records for router 
interfaces automaOcally 



Adding a subnet 



Graphical IPv4 block view 



IPv4 Subnet View 



IPv6 Block Tree View 



MAC and IP tracking 

•  Given an IP address… 
– Show last 10 ARP entries 
– Select last MAC address that used this IP 
•  See edge port where this MAC address was last seen 

–  Show network jack, room, etc. 

•  And of course, start at any of these elements 
and navigate to the rest 



IP Address Management 

•  Using role‐based access control, we can 
delegate the management of addresses and 
DNS records to customers 
– Users have a limited version of the web UI 

– Changes are commibed every 5 minutes to a VCS 
and pushed to servers using CM tools 

– Full audit is kept in the database for change 
history 



Cable Plant 

•  We can document inter‐building fiber and 
copper bundles 
– Can represent series of splicing points 
– Can create circuits using pairs fiber strand 
sequences 

•  In‐building fiber and copper distribuOon 
– Rooms, closets, Network jacks 
–  Jacks can be associated with switch ports 



Backbone Cable Plant 



Closet Pictures 



More Reports 

•  Links with duplex mismatches 
•  Maxed‐out subnets (over max threshold) 

•  Unused subnets (under min threshold) 

•  Top MAC address vendors 

•  Oldest unused staOc addresses 



Number of machines in network 



API 

•  The libraries can be installed on a remote 
server for programmaOc access to the 
applicaOon via SQL, or 

•  ApplicaOons can interact via HTTP/HTTPS 
using the RESTful API 
– A convenient client Perl module available on CPAN 
•  Netdot::Client::REST 



Upcoming features 

•  IPv6 space visualizaOon 
– Working on hierarchical quadtrees and mulO‐
dimensional pie charts for navigaOng the huge 
address space 

•  IPv6 address collecOon via SNMP 
– Router addresses and neighbor caches 

•  DHCPv6 configuraOon support 
•  DNS updates with nsupdate 



Upcoming features 

•  Improved cable plant secOon 
– Represent fiber modules, connector types, color 
codes, easier UI 

•  Inventory of equipment stock 
– Take advantage of bar‐code scanners 

•  More access control granularity 



Try it out! 

• hbp://netdot.uoregon.edu 


