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Agenda

● ICANN86 Policy Forum Update

● ICANN Orgs Multifaceted Response to DNS Abuse

● Two Years Enforcement: Outcomes

● Get involved in ICANN

● Future ICANN Meetings
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Regional In-Person Attendance | ICANN86 
Breakdown 
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Defining DNS Abuse

HARM

ONLINE HARM

DNS ABUSE

Narrowing Down a Definition:
From Harms to Domain Names System Abuse
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3.

Baseline for DNS Abuse

ICANN neither regulates online content nor has the capacity to remove content. These 
limitations, however, do not prohibit ICANN from studying or aiding in the mitigation of 
DNS Abuse.

Within ICANN, DNS Abuse refers to these five broad categories of harmful 
activity:

Botnets Malware PhishingPharming Spam
When used as 

a vector for one or 
more of the other four 
types of DNS Abuse.
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Examples of Stakeholders’ Suitability to Intervene in Each Layer

HARM

ONLINE HARM

DNS ABUSE

Example: Call center social engineering attack via phone to 
gain credentials to bank account which results in financial harm. 
This is an offline harm that extends beyond ICANN’s purview.

Stakeholder Law Enforcement Authorities

Example: Online news portal where the ‘Sports’ section has been 
hijacked to show violent extremist content, including content that 
depicts graphic violence, encourages violent action, endorses a 
terrorist organization or its acts, or encourages people to join such 
groups. This is an online harm where registries and registrars can act, 
however their suitability to act is relatively low compared to other 
stakeholders.

Stakeholder Hosting Providers

Example: A domain name confusingly similar to that of a financial institution is conducting 
phishing. There is clear evidence of the collection of sensitive information. This falls under 
ICANN’s definition of DNS Abuse. In this case, generic top-level domain (gTLD) registrars
& registries have an obligation to act. And if they don't, ICANN Compliance can intervene 
upon escalation of the matter to its attention. Note: This does not apply to ccTLDs.

Stakeholder

Domain Name Owner

ICANN Contracted Parties
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ICANN Org’s Multifaceted Response to DNS Abuse
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Two Years of Enforcement: Outcomes
From 5 April 2024 through 5 April 2026,  ICANN Contractual Compliance (ICANN Compliance):

● Launched nearly 530 investigations under DNS Abuse mitigation requirements; resolved over 480. 
66% resulted in the Contracted Party taking action to stop the DNS Abuse; 8% to disrupt.

● Issued four formal Notices of Breach. A fifth one was issued related to thousands of domains 
engaged in cryptocurrency scams (“other types of abuse”).

● Completed one registry audit (report) and launched one audit focused on registrars with the highest 
concentration of reported DNS Abuse over a 13-month period.

● Launched a monthly DNS Abuse mitigation enforcement dashboard, in visual and open-data 
formats; published guidelines on how to submit actionable DNS Abuse complaints; released reports, 
blogs, and webinars to support transparency and community awareness.

ICANN Compliance’s investigations directly led to the mitigation of over 25,000 abusive domain 
names, with hundreds of thousands more addressed through processes Contracted Parties implemented 
as a result of these investigations.

https://www.icann.org/en/system/files/files/compliance-registry-audit-report-2026-28jan26-en.pdf
https://www.icann.org/en/blogs/details/icann-launches-reports-on-the-enforcement-of-dns-abuse-requirements-28-06-2024-en
https://www.icann.org/en/announcements/details/icann-publishes-new-step-by-step-guide-for-submitting-dns-abuse-complaints-20-11-2025-en
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From 5 April 2024 through 5 April 2026, ICANN Compliance:

● Received 37,998 new complaints across all areas of the agreements.
○ 18,482 submitted through registrar abuse-related forms
○ 765 submitted through registry operator DNS Abuse forms

● Closed 29,573 complaints without being able to open an investigation with a registrar or registry 
operator. These are what we call invalid or non-actionable complaints.

○ 13,471 submitted through registrar abuse-related forms (8,622 DNS Abuse)
○ 730 submitted through registry operator DNS Abuse forms.

Complaints That Did Not Result in an Investigation with a CP
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Complaints That Did Not Result in an Investigation with a CP

Examples of “All others” include instances where the reported domain names was not registered; complaints previously closed 
with no new information provided in the re-submission; and complaints involving customer service disputes, among others. 
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Complaints That Did Not Result in an Investigation with a CP

Examples of “All others” include instances where the reported domain names was not registered; complaints previously closed with
no new information provided in the re-submission; and complaints where the reported activity did not constitute DNS Abuse or the
registry operator was not the te best-equipped party to review and take appropriate, proportionate mitigation action, among others. 



ICANN86 Readout PacNOG37 13

ICANN Compliance is taking multiple steps to address the high volume of non-actionable complaints, 
including:

● Targeted outreach to complainants who repeatedly submit large numbers of invalid or incomplete 
complaints.

● Developing additional educational materials to help complainants understand what information is 
required.

● Publishing guidance to improve complaint validity and reduce submissions that cannot be 
investigated.

The Step-by-Step Guide: Submitting DNS Abuse Complaints, explains how to submit a well-
formed, actionable DNS Abuse complaint to ICANN.

Complaints That Did Not Result in an Investigation with a CP

https://www.icann.org/en/announcements/details/icann-publishes-new-step-by-step-guide-for-submitting-dns-abuse-complaints-20-11-2025-en
https://www.icann.org/en/announcements/details/icann-publishes-new-step-by-step-guide-for-submitting-dns-abuse-complaints-20-11-2025-en
https://www.icann.org/en/announcements/details/icann-publishes-new-step-by-step-guide-for-submitting-dns-abuse-complaints-20-11-2025-en
https://www.icann.org/en/announcements/details/icann-publishes-new-step-by-step-guide-for-submitting-dns-abuse-complaints-20-11-2025-en
https://www.icann.org/en/announcements/details/icann-publishes-new-step-by-step-guide-for-submitting-dns-abuse-complaints-20-11-2025-en
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ICANN’s Guide for Submitting DNS Abuse Complaints
● The guide is available in all UN languages plus Portuguese and is directly accessible from ICANN 

Compliance’s complaint submission forms at https://www.icann.org/compliance/complaint.

● Two-part structure:
Step 1: Report DNS Abuse to the correct party (registrar, registry operator, or other)
Step 2: Escalate by filing a complaint with ICANN

https://www.icann.org/compliance/complaint
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DNS Abuse: A Broad and Complex Issue
DNS Abuse encompasses a wide range of 
problems, making it a multifaceted issue that 
requires diverse approaches. 

Role of ICANN
● ICANN is taking significant steps to tackle DNS Abuse, but it's 

just one part of a larger effort.

ICANN Community Engagement
● Various stakeholders within the ICANN community are working 

on different aspects of DNS Abuse, reflecting a collaborative 
approach.

?
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Get Involved and Informed

Attend an ICANN Public 
Meeting. Three times a year, 
ICANN holds free and open 
public meetings in different 
regions around the world. 

Visit meetings.icann.org to 
learn more.

Visit go.icann.org/journey
to learn how you can 

attend an ICANN Public 
Meeting as part of the 
NextGen@ICANN or 
ICANN Fellowship 

programs.

Take a free online course 
at learn.icann.org.

Attend events 
in your region.

Find and participate in 
an ICANN community 

group by visiting 
icann.org/community.

Sign up for ICANN news 
alerts and regional 

newsletters.

http://meetings.icann.org/
http://go.icann.org/journey
http://learn.icann.org/
http://icann.org/community
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Future ICANN Meetings

● ICANN87 Annual General Meeting, Bali. 17 - 22 October 2026

● ICANN88 Community Forum, Lisbon. 13 - 18 March 2027

● ICANN89 Policy Forum, Vancouver. 14 - 17 June 2027

● ICANN90 Annual General Meeting, APAC. 30 October - 4 November 2027
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icann.org

@icann

facebook.com/icannorg

youtube.com/icannnews

flickr.com/icann

linkedin.com/company/icann

instagram.com/icannorg

ICANN Webpage and Social Media Links

http://icann.org
http://facebook.com/icannorg
http://youtube.com/icannnews
http://flickr.com/icann

