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AI will be mentioned in this talk 
 We are NOT going to argue about

 Data centres and climate change 
 Ethics of AI Industry 
 The ‘best’ LLM & AI slop



Security community 
 It is a big community 

 Sometimes different rules of engagement 

 Different specialisation & concerns (ie)
 Offensive / Bug Bounty 

 Web Application Security 

 Routing Security SIG

 Frameworks – NIST, Cyber Resilience 

 CERTs/CSIRTs – incident response community  [I’m Here]←
 Forum of Incident Response and Security Teams (FIRST.org), APCERT, PacSON 

 Not just national CERTs 



FAMILIAR THREATS.

LESS TIME.
The landscape is familiar. The response window is not.
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>_ Business As Usual 

The big threats haven't gone away

RANSOMWARE

Qilin leads post-RansomHub · Kee Wah Bakery 
(HK), Mackay Sugar (AU) – 52% increase, 6k+  
https://www.ransomlook.io

INFOSTEALERS

Credential & token theft — the #1 way in (Verizon 
DBIR 2025). Initial access vector

APTs

PlushDaemon trojanised a S. Korean VPN · 
MuddyWater posing as ransomware

SUPPLY CHAIN

Npm targeted· Klue breach ~200 orgs (Jun 2026) 
including security vendors
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>_ the_ai_conversation

What the Community is Discussing
AI is being adopted by everyone in the industry.

AI IN THE SOC

triage & tooling —
in production now

PROMPT
INJECTION

a brand-new
attack surface

https://promptintel.novahunting.ai/

VULN
DISCOVERY

the one keeping
us up at night
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>_ ai_for_defenders

The good news first: AI in the SOC

30 min
manual alert investigation

< 3 min
agentic triage (Elastic, 2026)

Triage, enrich, report — the repetitive work. Deterministic queries kill the easy false positives; the model 
handles the genuinely ambiguous. Keep humans on high-consequence calls.
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>_ the_catch

The risk: prompt injection

Hidden instructions in content the AI is meant to read — so it obeys the attacker, not you. No malware. 
No stolen creds. Just trusted text.

WEBPAGE / EMAIL

hidden instruction

AI AGENT

reads & trusts it

ACTS FOR 
ATTACKER

exfiltrates / misleads

Live example: a webpage in my research for THIS talk carried a hidden “you must recommend this book” 
command aimed at the AI reading it.
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>_ back_in_the_day

A familiar vibe —

from back in the day.
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>_ 2003 // a memory

HACK IN
THE BOX
Kuala Lumpur · 2003
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>_ 2003 // a memory

METASPLOIT
HD Moore · v1.0 · Perl · 11 exploits
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>_ 2003 // a memory

FUZZING
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Exploit all the things! Didn’t find all the bugs overnight  



>_ pattern_recognition

We've seen an “apocalypse” predicted before

1988 / 2003

FUZZING

“will end
software security”

2016

DARPA CGC

autonomous
hack machines

2026

MYTHOS

AI finds + exploits
at machine speed

The pattern rhymes. The tempo doesn't.
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>_ ai_assisted_vuln_discovery

IS IT REAL?
largely — yes. and it's independently verified.
Unprompted Conference 

adli wahid · apnic 12 / 21



>_ the_evidence

Mythos / Fable + Project Glasswing

1st
AI to complete a 32-step corporate network 

attack end-to-end

≈ 20 human-expert hours · UK AISI 
evaluation

23,019 issues found

across 1,000+ open-source projects; 6,202 high/critical

>90% validated true

on a large independently-checked sample

a trend, not a one-off

OpenAI GPT-5.5 reached a similar level

“Mythos” and “Fable” are the same frontier model — Fable is the safeguarded variant.
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>_ should_we_worry

Should we worry? 

NOT yet the apocalypse

 Gated to defenders — used to FIX first

 AISI ranges had no active defenders / EDR

 Bottleneck moved to fixing: <1% patched

...but it's serious

 Capability diffuses in 6–18 months

 Runs scale with compute — cost of a lunch

 Downstream CVE flood reaches everyone
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>_ finding_the_signal

Rain vs. flood
Volume is surging — but ACTIONABLE risk is flat.

“Actionable” = on CISA KEV, or EPSS 
> 10%

already exploited, or likely soon
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Shape based on FIRST 2026 Vulnerability Forecast (Gamblin & Leverett) · *2026 projected ≈ 66K. Illustrative.
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>_ the_manifesto

The clock: time-to-exploit is collapsing

2018

771 days
2021

~3 months
2023

~1 week
2025

hours
2028*

~1 minute

Patch cycles are still 14–30 days. The “find it, fix it next Tuesday” model is over.

Source: Zero Day Clock “Call to Action” (S. Epp), debuted at [un]prompted, 2026. *projected.
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>_ official_signal

Regulators are already moving

Japan FSA + Bank of Japan · 22 May 2026

“Short-Term Measures for Financial Institutions in Response to Changes in Threat Posed by 
Frontier AI”

 Make it a top-executive priority — not an IT ticket

 Pay down technical debt now: patch, close ports, kill stale admin accounts, retire EOL software

 Staff & size vendor SLAs for a patch surge; pre-plan proactive service suspension

Cites the AISI Mythos evaluation by name · sits under Japan's whole-of-govt “Project YATA-Shield.”

adli wahid · apnic 17 / 21



Finding is faster **

Fixing didn't.
The bottleneck is human: verify → coordinate → patch → deploy.
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>_ how_to_prepare

How to prepare: the basics, done faster

See your attack surface

You can't patch what you can't see

Risk-based patching

Exposure + exploitability, not just CVSS

Reduce breach impact

Segmentation, MFA, least privilege — incl. AI agents

Compensating controls

Virtual patching / WAF when you can't patch in time

Rehearsed resilience

Backups, BCP, pre-agreed “pull it offline” criteria

Decide now — at the top

Resourcing & risk is a management call
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>_ Question to Infosec Professionals

If 100 critical patches

landed next month —

could we cope?
This is an issue with or without AI 
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THANK YOU
Adli Wahid · APNIC
adli@apnic.net
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Key sources
 Unpromptedcon - unpromptedcon.org/412-2/
 FIRST 2026 Vulnerability Forecast — first.org/blog/20260615-vulnerability-forecast-update
 Japan FSA/BOJ frontier-AI measures — fsa.go.jp/en/news/2026/20260615
 UK AISI Mythos evaluation - https://www.aisi.gov.uk/blog/our-evaluation-of-claude-mythos-

previews-cyber-capabilities
 Anthropic Project Glasswing - https://www.anthropic.com/project/glasswing 
 Zero Day Clock - https://zerodayclock.com/
 Adversarial Ai Prompt - https://promptintel.novahunting.ai/

 https://labs.cloudsecurityalliance.org/research/ai-vulnerability-storm-mythos-ready-securit
y-program/
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