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What is Shadowserver Providing You

Honeynets CSP Feeds

Botnet Infiltration

Malware Analytics

Takedown Operations

Malware Sinkholes

Global Scans

Daily Reports 
Subscribers

Email, API & CVF

Malware-Binary Sample 
Analytics (MBSA)

+100 Report Types

Vulnerability Notifications
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Shadowserver provide an 
Security Attack Surface 
Report on your Network as 
a Public Service? 

Why are you ignoring this 
critical tool that will help 
you reduce your security 
exposure? 

DDoS API

Investigative Teams

Shadowserver Alliance 
Joint Operations & 

Partnerships 



What Shadowserver 
can deliver NOW!

What is the Shadowserver 
Foundation & what does it 
do?



What does The Shadowserver Foundation do?

Scanning
We call out to nearly every IPv4 (~3.7 billion) and ~1.7 Billion IPv6 addresses many times a 
day looking for over 150 different types of misconfiguration or potentially abusable systems

Sensors
We build and deploy systems to the Internet that pretend to be vulnerable computers, and 
log cyber criminals trying to abuse them

Sandboxes
We collect malicious software samples at industrial scale (often 1 million+ per day, 
for nearly 2 billion total) and run them to see what they do

Sinkholes
We take control of domain names and addresses used by criminals to log the IP address of 
infected devices for over 400 malware families

+ a host of other 
interesting things!

For 
network 
owners + 
focus on 

CSIRT & LE 
support



How Shadowserver Counters Key Internet Threats

Internet Scanning: Actively 
reaching out and connecting 
to all 4 billion IPv4 and 
millions of IPv6 addresses 
many times per day to 
detect misconfigured, 
vulnerable or abusable 
services

Honeypots: Deploying 
networks of passive 
sensors that emulate 
vulnerable applications and 
wait for cybercriminals to 
attack. 

Honeypots collect guessed 
credentials, exploits, 
malware and malicious 
commands 

Malware Analysis: Extracting technical artifacts 
and C2 information from collected attacks and 
downloaded malware. Perform analysis:
passive static (signature, not running) or 
active dynamic (live execution on Internet)

Daily Reporting: Responsibly 
reporting out free, actionable 
cyber threat intelligence to 
network owners and National 
CSIRTs globally, to help quickly 
identify and remediate victims

Cybercrime Investigation and Disruption: 
Working with trusted Law Enforcement 
partners to disrupt cyber criminal activities, 
identify the actors behind the crimes and help 
support arrest

Sinkholing: Actively disrupting 
malware/botnet control by taking 
over criminal C2 channels and 
enumerating victim populations



What is Shadowserver Providing You

Honeynets CSP Feeds

Botnet Infiltration

Malware Analytics

Takedown Operations

Malware Sinkholes

Global Scans

Daily Reports 
Subscribers

Email, API & CVF

Malware-Binary Sample 
Analytics (MBSA)

+100 Report Types

Vulnerability Notifications
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Shadowserver provide an 
Security Attack Surface 
Report on your Network as 
a Public Service? 

Why are you ignoring this 
critical tool that will help 
you reduce your security 
exposure? 

DDoS API

Investigative Teams

Shadowserver Alliance 
Joint Operations & 

Partnerships 
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Shadowserver Public Dashboard

https://dashboard.shadowserver.org

https://dashboard.shadowserver.org


Malware in Your 
Network!
Using the Shadowserver Foundation’s 
Sinkhole Reporting to find malware in 
your network. 



Sinkhole Botnet/Malware C&C
Shadowserver Alliance Team, Security Trust Groups, Law 

Enforcement, and Partnered Security Organizations taking 
down malware command and control.



Sinkhole Routers/Networks

Target of 
Attack

192.168.20.1 host is 
target

192.168.20.0/24 – target’s network

Sinkhole Network

Customers

Customers Customers



Sinkhole Routers/Networks

Target of 
Attack

192.168.20.1 host is target

192.168.20.0/24 – target’s network

Router advertises 
192.168.20.1/32

Customers

Customers Customers

Sinkhole Network



Malware, 
Ransomware, & APT 

Threat Actors
C&C 
Tools

DNS Based Sinkhole Operation

Malware, Ransomware, & 
APT inside your network!

I’m inside your 
network. Next Step, 
Ransom, Damage, & 

Control!



What happened to 
my control???

C&C 
Tools

DNS Based Sinkhole Operation

Malware, Ransomware, & 
APT inside your network!

I’m inside your 
network. Next Step, 
Ransom, Damage, & 

Control!

Cyber Civil Defence 
Community works 
together to find the 
C&C details and set 
up a lawful 
disruption.

Intercept the C&C 
Domain Names

Shadowserver Foundation’s 
Sinkhole Operations



All the data from the “sinkholed” malware, botnets, APT, Ransomware, 
and etc is now added to the daily reports send to organizations a part 
of a FREE DAILY REPORTS!

Find the Malware inside your Network

Malware Sinkholes

Daily Reports 
Subscribers

Email, API & CVF

+100 Report Types

Malware used for Ransomware 

C&C Signals

Are you signed up for these daily reports?



911 S5

For more details behind the recent disruption led by the US Department of Justice see: 
https://justice.gov/opa/pr/911-s5-botnet-dismantled-and-its-administrator-arrested-coordinated-international-operation

https://justice.gov/opa/pr/911-s5-botnet-dismantled-and-its-administrator-arrested-coordinated-international-operation


Shadowserver is 
capture all 911 S5 

malware talking to the 
C&C and adding to 

the reports

A depiction of the Proxygate service with updates. Image: University of Sherbrooke.

Shadowserver’s 911 S5 Sinkhole



Why are their 19 Computer infected with MBROOT?

Shadowserver’s Daily Network Report arrives with a new report 
on Torpig botnet (also called Sinowal or Mebroot). It is now part 
of the “victim notification” of a malware takedown.
 
19 computers in the network are infected!

Those computer were immediately pull off the network. They 
were fully patched, had the latest antivirus versions, and 
several were running extra browser security tool. 

Hardware Vendor’s Network Saved!

Privacy & Terms has further details: https://www.shadowserver.org/privacy-and-terms/

The potential damage to the organization was prevented by Shadowserver’s Network Report. The infection 
vector was identified and extra network protections were put in place to protect the organization. All from a 
public benefit report! 

https://www.shadowserver.org/privacy-and-terms/


Sinkhole Infections in PACNOG Community

These are INFECTED & COMPROMISED Devices that trigger an 
alarm on Shadowserver’s Globally Distributed Sinkholes. 

They are a RISK on YOUR NETWORK!



Sinkhole Infection in PACNOG Community

These are all Infections INSIDE 
FIREWALLS in some of the most 
critical companies in the PANOG 

Community. 



Internet Detailed v4/v6 Scanning
Scanning for risk on network providing detailed attack 

surface reporting on what can be seen on your network. 



Scanned Risk in PACNOG Community the Bad Guys See

These are vulnerabilities and risk that any threat actor can find 
on your network. 

They are a RISK on YOUR NETWORK!



What are the top Scanned Risk in PACNOG Community?

Most of these protocols should 
not be scannable from the 

Internet!

This is the number #1 way the 
“Typhoon” Crews get into 

Networks.



Honeybots - Monitoring KEVs
Honeypots are a means to know when a risk is “actively exploited” 

and to track where the ‘probing/attacking’ device is located



How are PACNOG Community Infections Scanning? 

These are devices in networks 
used to attack other networks.

That means someone inside 
your network is using your 

resources to attack others - and 
most likely attacking you.



DDoS Sources
Where are the DDoS Reflection Amplification and DDoS Bots? Are 

they on your network? 



ICS/OT - Critical Infrastructure
Industrial Control Systems (ICS) and Operational Technologies (OT) 

should not be exposed to the Internet. 



Web Exposure Risk
Microsoft Exchange, Web Vulnerabilities, and other risk are visible to 

Shadowserver’s telemetry and are part of the daily updates.  



Shadowserver Providing the Tools

Honeynets CSP Feeds

Botnet Infiltration

Malware Analytics

Takedown Operations

Malware Sinkholes

Global Scans

Daily Reports 
Subscribers

Email, API & CVF

Malware-Binary Sample 
Analytics (MBSA)

+100 Report Types

Vulnerability Notifications
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DDoS API

Investigative Teams

Shadowserver Alliance 
Joint Operations & 

Partnerships 

Network 
Team

Security 
Team

Product 
Team

NOC/SOC 
Teams



Focus on US CISA’s KEV List  
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CISA provides the KEV list as a tool to help 
organizations focus REDUCING RISK!

Shadowserver provides a public service to have an 
“outside-in” assessment of your network.



Public Internet

HQ

Datacenter East

Branch 
Branch 

CSP (Carrier)

Branch 

Home Workers Cloud Services

Datacenter West

Shadowserver’s daily Network 
Reporting is tuned by:
● ASNs for the organisation
● CIDR Blocks (including IPv6)
● Delegated IP Blocks (Cloud)
● Domains (including entire 

TLDs)
● Geo-location (for National 

CSIRTs)

The Bad Actor’s Network Visibility

Shadowserver

What can others see when looking into your network from the outside? 
What is your organisation’s risk? 
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http://www.salesforce.com/fr/


* Operation Endgame: Smoke Loader malware sinkhole infections
* 911 SOCKS5 Proxy sinkhole infection data
* Zyxel NAS CVE-2024-29973 RCE botnet exploitation activity
* Microsoft MSMQ CVE-2024-30080 update: Increased Scanning 
Activity
* Alert: Critical Microsoft Message Queuing (MSMQ) Remote Code 
Execution (RCE) vulnerability CVE
* Now scanning/sharing VMware vCenter CVE-2024-37079 & 
CVE-2024-37078
* SolarWinds Serv-U Directory Transversal Vulnerability 
CVE-2024-28995 scanning and reporting

Reports - Multiple Times a Week



What do you get?



Are you ready to get started?

We welcome your 
Questions



Follow-up Webinars
Step 1: Subscribe to the Shadowserver's public mailing list 
https://mail.shadowserver.org/mailman/listinfo/public. 

Step 2: Subscribe to the Shadowserver Foundation’s Youtube 
Channel: https://youtube.com/@shadowserver-foundation

https://mail.shadowserver.org/mailman/listinfo/public
https://youtube.com/@shadowserver-foundation


Immediate Action for Everyone
Step 1: Subscribe to the Shadowserver Foundation's public mailing list at 
https://mail.shadowserver.org/mailman/listinfo/public. The mailing list is used to make 
service announcements, share information, and facilitate open security discussions. You can also 
ask questions on the mailing list.

Step 2: Subscribe to Shadowserver’s Social Media. This is another way of getting updates and 
notices for new Webinars.

https://x.com/Shadowserver/
https://infosec.exchange/@shadowserver/
https://www.linkedin.com/company/the-shadowserver-foundation/
https://bsky.app/profile/shadowserver.bsky.social/

Step 3:  Subscribe to the Shadowserver Foundation’s Youtube Channel: 
https://youtube.com/@shadowserver-foundation



Sign up to our YouTube Channel



Subscribe to the FREE Reports!

www.shadowserver.org

Click Here to Subscribe to your FREE Reports that 
… If you take action … will reduce your cyber-risk!



Subscribing to the Daily Network Reports

Network 
details

E-mail address where reports or 
download links will be sent

It’s really 
free!
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https://www.shadowserver.org/what-we-do/network-reporting/get-reports/

https://www.shadowserver.org/what-we-do/network-reporting/get-reports/


General Theme - You only get free daily remediation reports 
for the networks or country(ies) that you can prove your 
authority (by ASNs, CIDRs, DNS Zones and national 
authorities). 

Any organization may use any of the data that Shadowserver 
provides to them for free each day concerning their own network 
space, without any restrictions - we consider the data to be theirs, 
to do with as they want. We do not give Google’s data to Microsoft, 
or US data to the UK. We only give each network’s data to that 
network’s owner (plus their responsible national CERT/CSIRT and 
LE agencies).

Shadowserver’s Data Sharing Principles

Privacy & Terms has further details: https://www.shadowserver.org/privacy-and-terms/

A

B

C

D
B only gets 
B’s data!
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https://www.shadowserver.org/privacy-and-terms/


Nationals CERTs with Legitimate Authority can request 
access to Country Data  

Shadowserver offers National CSIRTs a clear view of what’s 
happening on their networks, providing personalized support 
to interpret the data and leverage its impact. Whether you’re 
responsible for a specific set of networks or every network in 
your region, together we can make a positive impact on 
Internet security.

Shadowserver’s Data Sharing Principles

Privacy & Terms has further details: https://www.shadowserver.org/privacy-and-terms/
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https://www.shadowserver.org/privacy-and-terms/


Email contacts@shadowserver.org to 
request an API key,

mailto:contacts@shadowserver.org


Summary
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Shadowserver’s Non-Profit Mission, Community Trust, and provides 
any organization with data to minimize their cybersecurity risk.
✓ The Daily Network Reporting is a free - public service to 

organizations with a ASN, IP addresses, and domain names.

✓ These reports are delivered via Email or APIs - allowing for easy 
integration with your current security tools.

✓ Organizations have only used the Shadowserver Reports to build 
a security rhythm of action that uncovered & fixed risk in their 
organization. 



@shadowserver

contact@shadowserver.org

dashboard.shadowserver.org shadowserver.org/partner

Remember to Sign Up
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