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 General Overview
« Data Consistency
« WAN Works



General Overview

Past Plans
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« Office 365

— Exchange Service
— Office Apps

« VMWare Virtual Services

— Virtual Desktop Infrastructure
— VMWare Application Containers: hitps://vapps.usp.ac.ij

« Others
— Complete RPKI (Concluded 2021)
— Routing Upgrade (SDWAN Ready)
— Cloud Services (Security & Service Availability)
— Automate processes & ease operations
— Improving Security Community



https://vapps.usp.ac.fj/
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Considerations

 Cloud Services  Green & Investment
— Office 365 — Power Usage
* Exchange — Footprint
* SharePoint — Reduce CAPEX & OPEX
 MS Office

 Manpower
— Reduce Overhead
— Reduce Mistakes

 Wireless
— IPv6
— ISP Equivalent

— Student GMAIL

— Engineering Services
 WAN Connectivity

— Fiber

— Satellite



Data Consistency

Getting our data right



» Data Integration

Process Automation - Preps

Username & Emails
— Completed July 2022
— firstname.lasthame@usp.ac.fj
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— Licensing

— Banner ERP

givenName v =

&n =

displayName v

department v o=

accountExpires v
intials v

| v

physicalDeliveryOfficeName v =

title v

DB olumn Name

PZVADMG_FIRST_NAME v X
PZVADMG_LAST_NAME v X
PZVADMG_FULL_NAME v X
PZVADMG_DEPT_CODE_HOME v X
PZVADMG_CONT_END_DATE v X
PZVADMG_MI_INIT v X
PZVADMG_CITY v X
PZVADMG_OFFICE_TITLE v X
PZVADMG_POSN_DESC v X

Staff Account Creation Process Map

— Banner SQL Views omt | mseac ms-esn

* Active Directory / Azure AD| .. o
— Central SSO Logins 4 [~ PN
— Central Point for User Lo\ N

Information =
— Middle Tier | ==



mailto:firstname.lastname@usp.ac.fj
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Process Automation - Data

« Automated -1

Niko Uluiburotu

Cable Installer

— 2 Hours Provisioning | i
1 oar M~ E
- AD Data SynC To.. Niko Uluibr
. . =1 Ce. Contact >
- Automated DeaCtlvatlon send Subject Free for next 8 hours

niko.uluiburotu@usp.ac.fj

 Group Based Provisioning
— Unified Communications
— Printing Services
. . ‘ Edwin Sandys
— Cloud Services via SSO ManagerEt. 5y & Ne. I
— Group Emails Membership >
— Country Based Grouping
— TACACS+

ey Organization >




WAN Works

Services in Regional Sites
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Current WAN Look!

i $3D
« Lean Operations %(;ﬁ'celi& % Dropbox
« Easy Deployment 9

 Localise Services A

« Small vs Medium vs
Big Sites g

« Server Rooms — Yay |
or Nay!?
° Routing ISP1 ISP2

-

User Remote Sitg

Best
Performing

eesesed

———

e
>

Remote Site
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Technical Staffing

* Reclassification * Engineering
— Cabling Staff — Automated Equipment
— Infrastructure Staff Updates
- Satellite — Remove time consuming
« Fiber tasks
* Wireless » Operational Procedures
 Training _ SOP
— Satellite — Guidelines
— Access Services — As Build Designs
— WAN Services

— Core Operations
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Quick Installs — Outreach

Commons

|
» Backpack Read . S |
ackpack Ready . 4 B
| | Telco ISH Internet\“
| | USP VPN Tunnel
L CAP EX | | Via Fintel IXP
| | ;
[ | !
$45k Normal ! i I T ittt
. Internal BGP Equipment | I 'r‘ I
$1 gk ReVISed | TFL Fiber Suva TFL Fiber Vatuwaga | | S |
| Primary AARNet Link Secondary AARNet Link | [ 3G /4G ADSL II‘ |
! ! I / Fiber Link / Ku Ban‘d\ Camera I
« Secured | S - |
: ' 2 x 10 G Fiber | : | Firewall /Router / Wireless AP |
VPN ________________ | Desktop Computers - 30 WIRELESSDEV\CES [
I E [
| BEEE esw|
ContrO”ed I : 30 Computers @ |
I |
* Plug & Play ,
e
(
— Easy Access 6
satellite C N —:\\ K4 Band —:% Halls Common Spaces Schools
. atellite Connec uBan
Ship & Install ] > b~ e
Hub Ku Remote
" ish Ku Dish
6 Sites €N
\a Option 2 Access Point @
\ |
Deployed usp N%twork !
1
e !
VPN Connect ‘47?::;23 | J¢——Opton 1 = " £ |
l i Mini Flrewall 1E
ISP Provider Digicel or 4G Receiver
Vodafone
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Fiji Sites Complete

{Fiji - Labasa Campus

|

|
| Servers: T |

|
IRODC (Staff ml \,\/
{RODC {Siai) - | ] am Windows Update
RODC (Student) o : | . .
e LR R et | Active Directory
j oy FJ-LAB-Core :
A C8300—2N25—6T\G/b/ :
L_ _________________________ 0/0

24,
.158

| B o v——

| Servers: DMVPN - Gi0/0/ e

| RODC (Staff) | WAN CORE 01 WAN CORE 02

IRODC (Student) | C8500L-854X C8500L-854X

| Utility T )

: Linux

'Fiji - Lautoka Campus

|

|
| Servers: |
: RODC (Staff) '
'RODC (Student) :
| l{tilitv FJ-LTK-Core |
| Linux C8300-2N2S-6T |
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Device Stats & Updates

Network > Device 360

Router FJ-LTK-Core.usp.ac.f]

Y Application EXperience asorauws 2022006 a0 > Refresh

All VRFs v All Interfaces v
Business Relevant Business Irrelevant Default
Application (23) 4, Export &
Filter @ Startup vs Running Configuration ©) & Software Image ©)
Compliance last run on: Aug 3rd, 2022, 04:32:01 PM Non-Compliant since Jul 31st, 2022, 03:38:19 PM Jitter
Compliance last run on: Aug 3rd, 2022, 04:32:01 PM
Name 6 dayS Lines added: 0 X Average
Lines removed: 0 . . a
O  ms-rpc since in sync ) . 17.06.03a Running Version: 17.3.5 - --
Lines modified: 0 Golden Image Version
O active-direct -- --
O webex-meeti -- --
O @ Critical Security Advisories ©) B B
Compliant since Jul 30th, 2022, 12:01:13 PM
O kerberos -- --

Compliance last run on: Aug 6th, 2022, 12:03:46 PM

0
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Device Updates & Templates

Provision > Inventory > Image Upgrade Status Q
Routers Switches and Hubs Wireless Controllers Access Points Sensors

Devices Updates As of: Aug

Q  Search Table

Site to Site VPN

Establish a Site to Site VPN connection between different
managed sites using the VPN workflow.
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Monitoring

Client > User 360

edwin.sandys@usp.ac.fj
€0144.120.159.13 @O PC7711 ® 0 Edwin-s-A22

(<
O 24 Hours v Intelligent Capture ’ ’ Webex 360 ’

8:58a 8:58a

10 r

Health
[62)
—

g v o [ ] - @
i J' T T T A T T T T T T T T -
108 . - - s ; oo
Aug 7, 2
Clien

- Q 10 10
contribute
e o o——0 || 0——@ |41«

Edwin-s-A22 USP-WiFi FJ-SU...A3-ITS14-AP FJ-SUV-DC-WLC




@USP

THE UNIVERSITY OF THE

VV h at, S N eXt? SOUTH PACIFIC

* Push IPv6 Regionally

— Wireless
— Randomised MAC

* Link multiple pathways
— Satellite
— Fiber

* Wireless Infrastructure
— Reduce Cabling

« SDWAN??7?
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Thank You & Questions

Bridging the Pacific

Email:
edwin.sandys@usp.ac.fj



mailto:edwin.sandys@usp.ac.fj

