
1

Introduction to Crypto Jacking

Warren Finch
PacNOG 23 - 3rd Dec 2018
Marshall Islands



Agenda

• Web based coin miners

• What is cryptojacking

• Are all cryptominers bad?

• Cryptomining malware

• Mitigation techniques
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18th Apr 2014
Monero Cryptocurrency 
released

Timeline
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https://arxiv.org/pdf/1803.02887.pdf - accessed 15th Nov 2018

2014 20182017

14th Sep 2017
Coinhive Miner 
launched

16th Oct 2017
Coinhive launches 
AuthedMine

11th Feb 2018
UK Information Commissioner’s 
Office Incident

Sep 2018
Webcobra Malware
discovered



Timeline

18/04/2014 
Monero
Cryptocurrency 
released

14/09/2017 
Coinhive Miner 
launched

17/09/2017 
PirateBay
caught using 
coinhive

21/09/2017 
Adblockers 
started to block 
coinhive scripts

24/09/2017 
Showtime 
caught using 
coinhive

25/09/2017 
Coinhive clones 
start appearing

13/10/2017 
PolitiFact 
website 
compromised

16/10/2017 
Coinhive 
launches 
AuthedMine

23/11/2017 
LiveHelpNow
Hacked incident

11/02/2018 UK 
Information 
Commissioner's 
Office Incident
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https://arxiv.org/pdf/1803.02887.pdf - accessed 15th Nov 2018



Web based coin miners
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https://alternativeto.net/software/coinhive/ - accessed 9th Nov 2018

Name URL
Coinhive https://coinhive.com
AuthedMine https://authedmine.com
Coin-Have https://coin-have.com
CoinImp https://www.coinimp.com/
Minexmr.stream https://minexmr.stream
JSECoin https://jsecoin.com/
Adless https://www.adless.io/
Crypto-loot https://crypto-loot.com
GridCash https://gridcash.net/
CryptoNoter https://github.com/cryptonoter



Web based coin miners
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What is Crypto Jacking
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https://www.enisa.europa.eu/publications/info-notes/images_info_notes/cryptojacking.jpg



What is Crypto Jacking

• The unauthorized use of computing resources to mine 
cryptocurrencies.

• Using malicious tools designed to hijack vulnerable 
systems to mine for cryptocurrency in the background using 
crypto mining software without the consent or knowledge of 
the victims.

• The technique of hijacking browsers for mining   
cryptocurrency (without user consent). 
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Are all crypto miners bad?
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https://www.stfx.ca/about/news/stfx-systems-update-0 - accessed 8th Nov 2018



Are all crypto miners bad?
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https://www.stfx.ca/about/news/stfx-systems-update-0 - accessed 8th Nov 2018



Are all crypto miners bad?
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https://www.itnews.com.au/news/unicef-australia-tries-in-browser-cryptocurrency-mining-489884 - accessed 9th Nov 2018



Are all crypto miners bad?
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https://techcrunch.com/2018/02/12/browsealoud-coinhive-monero-mining-hack/ - accessed 14th Nov 2018



Are all crypto miners bad?
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https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/webcobra-malware-uses-victims-computers-to-mine-cryptocurrency/ - accessed 15th Nov 2018





Start browser in headless mode

chrome --headless --disable-gpu --remote-debugging-
port=9222 --user-agent='user-agent=Mozilla/5.0 (X11; Linux 
x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/60.0.3112.113 Safari/537.36’  
'https://coinhive.com/media/miner.html?autostart=1&key=GoI
0WOEe2JFj22Aj3JqYVcTt98LArmUX' 
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https://steemit.com/mining/@ttox/headless-browser-mining - accessed 9th Nov 2018



Cryptomining malware

• Leaked EternalBlue and DoublePulsar exploits are used to 
infect vulnerable windows servers and PCs.

• Oracle’s WebLogic Server (CVE-2017-10271) flaw was also 
used to deliver miners onto servers.

• Malware families distributed via malicious spam 
attachments, now have a coin miner module.

• Android and Mac users are infected by trojanised apps 
laced with mining code. 
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Crypto-mining malware detections in 2017 
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https://blog.trendmicro.com/trendlabs-security-intelligence/cryptocurrency-mining-malware-2018-new-menace/ - accessed 9th Nov 2018 



Crypto-mining malware detections in 2018 
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https://www.mcafee.com/enterprise/en-us/assets/reports/rp-quarterly-threats-sep-2018.pdf - accessed 9th Nov 2018 



Javascript – Coinhive
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https://coinhive.com – accessed 9th Nov 2018



Javascript – AuthedMine captcha
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https://coinhive.com – accessed 9th Nov 2018



Locating sites with a coinhive script

• https://publicwww.com/websites/"coinhive.min.js"/
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accessed 9th Nov 2018



Locating devices with a coinhive script

• https://www.shodan.io/search?query=coinhive.min.js
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accessed 9th Nov 2018



Locating devices with a coinhive script

• https://www.shodan.io/search?query=coinhive.min.js
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accessed 9th Nov 2018



Locating devices with a coinhive script

• https://www.shodan.io/search?query=coinhive.min.js
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accessed 9th Nov 2018



Locating sites with a miner script

• In a browser open https://publicwww.com/

• Search for common terms used by miners
– Coinhive  = "coinhive.min.js" 

– AuthedMine = authedmine && "captcha.min.js"

– A JavaScript malware = "navigator['hardwareConcurrency’]"

– Deobfuscated JavaScript = "[\"(k" 
"\\x43\\x72\\x79\\x70\\x74\\x6f\\x6e\\x69\\x67\\x68\\x74\\x57\\x41\\x53\
\x4d\\x57\\x72\\x61\\x70\\x70\\x65\\x72" snipexp:|(var _0x[0-z]{4}=)|
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https://badpackets.net/how-to-find-cryptojacking-malware/ accessed 9th Nov 2018



Locating sites with a miner script
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https://badpackets.net/how-to-find-cryptojacking-malware/ accessed 9th Nov 2018



Cryptomining in action

• Unicef Australia using a web browser.
– https://www.thehopepage.org

• Test if browser will allow cryptojacking
– https://cryptojackingtest.com

• Wandera's fake iOS battery checker for iPhone.
– https://ios11battery.xyz/
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Cryptomining in action
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https://www.thehopepage.org



Chrome Task Manager

• Open the Chrome Task Manager by using the Shift+ESC
keyboard combination 

• Or from the Chrome menu, then More Tools, and then 
Chrome Task Manager.

29



End user protection

• Use the Task Manager (Windows) or Activity Monitor (Mac 
OS X) 

• Disable JavaScript in the browser

• Browser extensions like “No Coin” are available on Google 
Chrome and Firefox. Opera has it enabled by default.

• Install third-party malware detection and anti-virus software

• Update and patch software
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Opera
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Network protection

• Check vendor advisories and recommendations

• Update firewall rules

• Update Intrusion Detection System (IDS) rules

• Update and Patch all systems

• Block known crypto miner domains
– https://gitlab.com/ZeroDot1/CoinBlockerLists
– https://zerodot1.gitlab.io/CoinBlockerListsWeb/downloads.html
– http://iplists.firehol.org
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Network protection

• Snort rules dealing with cryptomining:
– Blocking incoming clients, including downloads of miners:

• 44692-44693, 45265-45268, 45809-45810, 45949-45952, 46365-46366, 46370-
46372

– Malware variants specifically known to mine crypto-currency: 
• 20035, 20057, 26395, 28399, 28410-28411, 29493-29494, 29666, 30551-30552, 

31271-31273, 31531-31533,32013, 33149, 43467-43468, 44895-44899, 45468-
45473, 45548, 45826-45827, 46238-46240

– Identification and blocking of protocols used by cryptocurrency 
workers: 
• 26437, 40840-40842, 45417, 45549-45550, 45825, 45955
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https://www.talosintelligence.com/resources/59 - accessed 9th Nov 2018



ISP Snort Rules

• If the number is 
– less than 1000000, it is a SourceFire rule

– between 1000000 and 2000000, it is a snort community rule.

– between 2000000 and 3000000 it comes from emergingthreats.net
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grep -Hrn '44692' /etc/snort/rules
grep -Hrn '29666' /etc/snort/rules
grep -Hrn '45549' /etc/snort/rules



Update Snort
‒ mkdir ~/Downloads/snort

‒ cd ~/Downloads/snort

‒ wget http://192.168.30.1/Exercises/snortrules-snapshot-
2983.tar.gz

‒ tar –xvf snortrules-snapshot-2983.tar.gz

‒ sudo mv etc /etc/snort

‒ sudo mv rules /etc/snort/rules

‒ sudo service snort restart
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Confirm if site is on block list
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https://malware-research.org/coinblockerlists/



GhostMiner

• https://github.com/MinervaLabsResearch/BlogPosts/tree/m
aster/MinerKiller
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VirusTotal

• Create a free account

• https://www.virustotal.com
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https://www.virustotal.com/learn/watch/



VirusTotal

• Use the search feature to find information about a threat

• Search term
– fba937ffc0291601_sdat.exe

39

https://www.virustotal.com/en/file/fba937ffc0291601b7b03548dac94ef6f321077b96ec561c9f595fb71fc50ccb/analysis/1504908698/



YARA – pattern matching for Malware
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https://virustotal.github.io/yara/ - accessed 16th Nov 2018
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Any questions?

45


