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MULTISTAKEHOLDER 
COLLABORATIONS
Solutions to issues in each layer 
include policies, best practices, 
standards, and specifications 
developed by the collaborations 
of expert stakeholders from 
actors in business, government, 
academia, technical, and 
civil society.
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PROTOCOL PARAMETERS
Protocol parameters are the commands and identifiers that are used 
inside protocols, the structured communications used for the web, 
email, etc., to transfer the information.
These parameters are used in standards defined by the IETF in coordination with 
other standard organizations such as the W3C. e.g. TCP/IP, VoIP, HTTP, HTTPS.

ROOT SERVICES 
12 organizations from 4 countries 
administering 13 di!erent root 
servers that provide top-level DNS 
services via hundreds of machines 
in dozens of countries.

~500 Anycast copies worldwide. IP ADDRESSES
IPv4: More than 4 billion addresses. 
IPv6: 340 undecillion (trillion, trillion, trillion) addresses.

5 Regional Internet Registries (RIRs) who coordinate 
policy related to Internet address resources.

KEY GOVERNANCE ACTORS
• ETSI
• ICANN / IANA
• IETF
• ISO
• ITEE
• NRO
• TLD Operators
• W3C

DOMAIN NAMES
~300 Country Code Top-Level Domains (ccTLDs) such as .fr, .br, .us, ...

~600+ Generic Top-Level Domains (gTLDs) such as .com, .biz, .realtor, ...

~1500+ Domain Name Registrars such as GoDaddy, Network Solutions, Register, 
...

RIGHTS!

NEWS 4

ENTERTAINMENT
Music, movies, television, games.
Such as iTunes, Spotify, YouTube, 
Amazon, Netflix

LAWS, POLICIES, AND 
REGULATIONS
Governing bodies in local, national, regional, 
and international spheres are engaged with 
their citizens and with other bodies to develop 
and apply laws, policies, and/or regulations. The 
transnational nature of the Internet must be 
synchronized with the established International 
system of governance and laws.

SOCIAL MEDIA
Sharing photos, videos, ideas 
and information.
Such as Facebook, Twitter, 
Instagram, Tencent QQ, Whatsapp

APPLICATIONS
World wide web, 
email, cloud, VoIP, 
mobile apps.

NEWS AND
INFORMATION
Newspapers, broadcast, 
personal & professional blogs, 
social media.

USERS
There are over 3 billion users 
worldwide. Most users connect to the 
Internet through their mobile phone.

ASIA
48%

NA
22%

EU
19%

AFR
10%

OCEANIA
1%

CIVIC AND HUMAN RIGHTS
Privacy, identity, access to content, 
freedom of expression, cybercrime, 
consumer protection, cultural 
diversity, and many more.

EDUCATION
Online universities, 
research, tutorials, 
classroom engagement.

MOBILE
Smart phones, tablets, 
cars. There are now more 
mobile devices on the 
planet than people.

SECURITY
Cybersecurity, cyber 
warfare, cyber espionage, 
cyber terrorism, and 
many more.

INDUSTRY AND TRADE
Manufacturing, retail, supply chain/logistics, 
healthcare, finance, etc.
Such as Amazon, eBay, Alibaba, Rakutan, Sony, 
Toyota, Coca-Cola, Boeing, Alcatel-Lucent

www.internetlivestats.com/internet-users/#byregion
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KEY GOVERNANCE ACTORS
• IGF
• Technical Organizations 
 (ISOC, W3C,...)
• NETmundial
• World Economic Forum
• National Governments
• Civil Society
• Intergovernmental 
 Organizations (OECD, 
 UNESCO,...)
• Law Enforcement 
 Agencies 

WIRELESS SYSTEMS
~824,000 wireless 
towers worldwide.

SATELLITES
~2000 communications 
satellites in use, 
many used now for 
Internet data.

UNDERSEA CABLES
~300 cables that 
transmit 99% of all 
international 
Internet data.

INTERNET 
EXCHANGE 
POINTS (IXP)
~550 points 
worldwide.

TERRESTRIAL 
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KEY GOVERNANCE ACTORS
• GSMA
• IEEE
• IETF
• ITU
• National ICT Ministries
• Network Operator Groups

THE INTERNET BACKBONE (IP NETWORKS) 90% is privately owned by global companies like: Level 3 Communications, TeliaSonera International Carrier, CenturyLink, Vodafone, Verizon, Sprint, AT&T

THE THREE LAYERS OF DIGITAL GOVERNANCE
No one person, government, organization, or company governs the digital infrastructure, economy, or society. Digital governance is achieved 
through the collaborations of Multistakeholder experts acting through polycentric communities, institutions, and platforms across national, 
regional, and global spheres. Digital Governance may be stratified into three layers to address infrastructure, economic, and societal issues 
with solutions. For a map of Digital Governance Issues and Solutions across all three layers, visit https://map.netmundial.org
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Internet Corporation for Assigned Names and 
Numbers (ICANN) 

¤  A	
  global	
  mul*stakeholder,	
  
private	
  sector	
  organisa*on	
  
that	
  manages	
  Internet	
  
resources	
  for	
  the	
  public	
  
benefit.	
  

¤  Promotes	
  compe**on	
  and	
  
develops	
  policy	
  on	
  the	
  
Internets	
  unique	
  iden*fiers	
  

¤  Hub	
  offices	
  located	
  in	
  Los	
  
Angeles	
  (HQ),	
  Istanbul	
  and	
  
Singapore	
  

¤  With	
  engagement	
  centers	
  in	
  
Montevideo,	
  Washington	
  DC,	
  
Brussels,	
  Geneva,	
  Beijing	
  and	
  
Seoul	
  

Website: http://www.icann.org 
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ICANN Engagement 
(Oceania) 
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Updates from ICANN 54 

+ Main discussions around IANA Stewardship Transition 
and ICANN accountability

+  ICG concluded its work at ICANN54


+ CCWG-Accountability to finalize a draft proposal to be put out 
for public comment


+ Supporting Organisation and Advisory Committees 
sessions

+  ccNSO Tech Day


+  ISP and Connectivity Providers meeting


+ New gTLDs update, Universal Acceptance, DNSSEC, 
SSR
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Security, Stability, & Resiliency (SSR) A key pillar of ICANN 

Threat 
Awareness and 

Response 

Identifier SSR 
Analytics 

Trust-based 
Collaboration 

Capability 
Building 

The Internet – our “Network of Networks”


ICANN	
  

Gov	
  

Law	
  
Enforcem

ent	
  

Domain	
  
Operators	
  

Regional	
  
Internet	
  
Registries	
  

CERTs	
  

Network	
  
Operators	
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Root Servers to benefit Internet Stability and Resiliency 

+  Root server nodes keep Internet traffic 

    local and resolve queries faster 



+  Make it easier to isolate attacks



+  Reduce congestion on international 

    bandwidth 


+  Redundancy and load balancing with 

    multiple instances



+  ICANN is the L-Root Operator
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L-Root presence 

+ Geographical diversity via Anycast


+ Over 160 dedicated servers


+ Presence on every continent


+ On normal basis 15,000 ~ 25,000 queries/sec


+ Approx. 2 billion DNS queries a day


+ We are supporting root server deployment in 
countries

+ Contact ICANN staff in the region
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L-Root anycast server locations 



Responding to the bad – 
Where does DNSSEC fits in 

13 
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DNSSEC protects DNS data 

+ CPU and bandwidth advances make legacy DNS 
vulnerable to MITM attacks 

 
+ DNS Security Extensions (DNSSEC) introduces digital 

signatures into DNS to cryptographically protect contents 
  
+ With DNSSEC fully deployed a business can be sure a 

customer gets un-modified data (and visa versa) 
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ICANN strongly supports DNSSEC 

+  Cyber security is becoming a greater concern to  
    enterprises, government, and end users. DNSSEC is a  
    key tool and differentiator. 

+  DNSSEC is the biggest security upgrade to Internet  
    infrastructure in over 20 years. It is a platform for new   
    security applications (for those that see the opportunity). 

+  DNSSEC infrastructure deployment has been brisk but  
    requires expertise.  Getting ahead of the curve is a  
    competitive advantage. 
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DNSSEC supported ccTLD Map 
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SSR Capability Building 
   

•  Training and Outreach

–  Security, operations, and DNS/DNSSEC 

deployment training

•  for TLD registry operators

•  Network Operators / ISPs

•  Enterprises, Corporates etc.


–  Information gathering to identify Internet 
Identifier Systems abuse/misuse and 
Investigation Techniques


•  Law Enforcement Agencies

•  CERTs

•  Internet Investigators etc.


Capability 
Building


DNS Training

•  Security

•  DNS 

Operations

•  Abuse/Misuse


Knowledge 
Transfer

•  Europol

•  Interpol

•  RIRs
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SSR Engagement in the Pacific  

+ Engaging with Governments, LEA’s and ccTLDs 
+ Pacific SSR Roadshow 
-  TO, KI, FJ (Apr’15) 
-  WS (Jul’15) 

- NR, MH, FM, PW (Sep’15) 

+ DNSSEC Workshop 
- VU (Nov’14) 

+ Technical and Operational Forums 
 + Sponsorship funding, trainer resources etc. 
 + PacNOG Conferences 
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Conclusion 

¤  Need	
  for	
  local	
  stakeholders	
  to	
  engage	
  in	
  open,	
  boNom	
  up	
  and	
  
transparent	
  Internet	
  governance	
  processes	
  

¤  Have	
  a	
  voice	
  at	
  regional	
  and	
  Interna*onal	
  bodies/forum	
  

¤  Promote	
  and	
  raise	
  awareness	
  of	
  new	
  business	
  opportuni*es	
  in	
  the	
  
domain	
  names	
  industry	
  

¤  Strengthen	
  local	
  ccTLD	
  management	
  

¤  Opportuni*es	
  for	
  Registry	
  and	
  Registrar	
  opera*ons	
  
¤  Engage	
  with	
  ICANN	
  

¤  Join	
  the	
  ISP	
  and	
  Connec*vity	
  Providers	
  (ISPCP)	
  cons*tuency	
  	
  
¤  Register	
  interests	
  in	
  capacity	
  building	
  and	
  fellowships	
  to	
  mee*ngs	
  

¤  Follow	
  mee*ngs	
  remotely	
  

¤  Register	
  and	
  use	
  for	
  free	
  ICANNLearn	
  (self-­‐paced	
  learning)	
  



   |   20 

Save Vocea 
Email: save.vocea@icann.org 
Website: icann.org 

Thank You and Questions 

gplus.to/icann 

weibo.com/ICANNorg 

flickr.com/photos/icann 

slideshare.net/icannpresentations 

twitter.com/icann 

facebook.com/icannorg 

linkedin.com/company/icann 

youtube.com/user/icannnews 

Engage with ICANN 


