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Configuration file

Exim usesasingleruntime configuration file,
which isdivided into a number of sections

Thefirst section contains global option settings
The other sections start with “begin sectionname”
They are optional, and may appear in any order
Comments, macros, and inclusions are available

Option settings can refer to auxiliary datafiles, for
example, afile of aliases (usually /etc/aliases)



Changingthe runtime configuration

Edit /usr/local/etc/exim/configure with your favourite
text editor
New Exim processes will pick up the new file right away

You need to SIGHUP the daemon to restart it

Ki |l

-HUP "cat /var/spool /exi m exi m daenon. pi d

ps auxw | grep exi m (find lowest pid)

Ki |l

Chec

tail

-HUP pi d’
kthelogto seeif it restarted successfully

/ var / spool / exi m' | og/ mai nl og



Configuration file sections

Global options

General and input- related options
Addressrewritingrules

Specify rewriting of envelope and header addresses
Retry rules

Control retries after temporary failures
Router configuration

Specify recipient address processing
Transport configuration

Specify how actual deliveriesare done
Authenticator configuration

Specify SMTP authentication methods
Access Control Lists (ACLS)

Define policy for incoming SMTP



Default configuration file layout

Global option settings
begi n ACL N | |
[ Access control lists required for SMTP input

oegi n routers —

- Router configuration
pegi n transports

~ Transport configuration
_begin retry

Retry rules
_begin rewite

Rewriting rules
pegi n aut henticators

[ Authenticator configuration

required for message delivery




Examples of common global options

e SMTPIinput limits
sntp_accept _nmax = 200
snt p_accept queue = 150
sntp _accept _reserve = 10
snmp reserve hosts = 192. 168. 0. 0/ 16
snt p_connect backl og = 100

* Overloading
queue only | oad = 5
del i ver _queue_| oad_nmax = 7

e Message sizelimits
nmessage size limt = 10M
bounce return_size limt = 65535



Exim 4 routers

Exim containsanumber of different routers
Example: the dnslookup router does DNSprocessing
theredirect router does addressredirection
(aliasing and forwarding)

The configuration defines which routers are used,
In which order, and under what conditions

Example: routers are often restricted to specific
domains

The same router may appear more than once,
usually with different configurations

The order in which routers are defined matters



Exim 4 routing

Check . Second router
* ~ preconditions ! " Third router

l router yes Fourth router
redirection declines
creates new First Mored Last router
addresses router Ore: no i
| | R
router l J
defers Queuefor | router acceptsouter fails
address transport address address
address

retried later retry timeout



Simple routing configuration

Check for non- local domain: run dnslookup
router

Accept: queue for smtp transport
Decline: “no_more” set => address bounces
Check for system aliases: redirect router
Accept: generates new address(es)
Decline: passed to next router
Check for local user forwarding: another redirect
router
Accept: generates new address(es)
Decline: passed to next router
Check for local user: run accept router
Accept: queue for appendfile transport

No morerouters=> address bounces



Exim transports

e Transportsarethe components of Exim that
actually deliver copies of messages

The smtp transport deliversover TCP/IPto aremote
host

The appendfiletransport writesto alocal file

The pipetransport writesto another processviaa
pipe

The lmtp transport does likewise, using LM TP

The autoreply transport isanomalous, in that it

Creates an
automatic response instead of doing areal delivery

e LMTP=Local Mail Transfer Protocol (rfc

2033/ 3848)
e Theorder in which transportsare defined is

unimportant



Default routers (1)

The first router handles non- local domains

dnsl ookup:
driver = dnsl ookup
domains = ! +| ocal donai ns

| gnore_target _hosts = 127.0.0.0/8
transport = renote_sntp
no_nore

The precondition checksfor anonlocal domain
Slly DNSentriesare ignored

If the domain isfound inthe DNS, queue for
remote_smtp

Otherwise, no_more changes “decline” into “fail”



Default routers (2)

e The second router handles system aliases
system al | ases:
driver = redirect
al | ow fail
al | ow _def er
data = ${I| ookup{$l ocal part}lsearch{/etc/aliases}}
user = mail nul |
group = nail
file transport address file
pl pe_transport addr ess_pi pe

o Aliasfilelineslook likethis

Post nast er : pat, |anes@t herdom exanpl e
retired: .fail: no | onger works here
root : | ocal user

maj or dono: | / usr/ bi n/ maj ordom . ..



Default routers (3)

e Thethird router handlesusers' .forward files
user f or war d:
driver = redirect
check | ocal user
file = $home/.forward
no _verify
no_expn
check ancest or
file transport address file
pl pe_transport addr ess_pi pe
reply transport = address reply
condition = ${if exists{$honme/.forward}

{yes} {no} }



Default routers (4)

e Thefinal router handleslocal user's mailboxes
| ocal user:
driver = accept
check | ocal user
transport = | ocal delivery
cannot route_ nessage = Unknown user

e Recap - an addressisrouted like this:

Remote address =>remote_smtp transport

System alias =>new address(es), fail,
defer

User's .forward => new address(es)

Local user =>|ocal _delivery transport

Unrouteable address =>bounce

e Thisisjust one out of many posssible
configurations



Access control lists

ACLs arerelevant only for SMTP input
But they do applytolocal SMTP (- bsand - bS)

For incoming SM TP messages
acl_smtp_rcpt definesthe ACL to berun for each RCPT
Default is“deny”
acl smtp _datadefinesthe ACL to berun after DATA
Default is“accept”

Tests on message content can only be done after
DATA

Other ACLscan beused for AUTH, ETRN, EXPN, VRFY



Asimple ACL
acl _smp rcpt = acl _check_rcpt
begi n acl
acl _check rcpt:

accept | ocal parts
domai ns

post mast er
+my _domali ns

sender

require verify

accept domai ns
verify

+my _domali ns
reci pi ent

e Implicit “deny” at the end



Named item lists

@ : pachog. school .
202. 62. 122. 0/ 27

donai nl i st | ocal domai ns
host | | st rel ay hosts

e Abstraction: list isspecified in one place only
References are shorter and easier to understand

e Optimization: matchesin named lists are cached
Example: several routerstestingthe same domain list

e Anamed list isreferenced by prefixing itsname with
+
hosts = 127.0.0.1 : +relay _hosts

e Anamed list can be negated
domai ns = ! +| ocal donai ns

Thisisnot possible with macros



ACL statements

e Each statement containsaverb and alist of conditions
verb condition 1 (one per line)
condition 2

e |fall theconditions are satisfied

accept Allowsthe SMTP command to proceed (else may
pass or reject - see next slide)

deny Rejects (else passes)
require Passes (else rejects)

warn Takessome warningaction (e.g. logs or adds
header)

Always passes



ACL modifiers

e message definesa custom message for adenial or

warning
deny nessage = You are black |isted at \
$dnsl i st _dommai n
dnslists = rbl.mail-abuse.org :

* log message definesacustom log message
require | og nmessage = Recipient verify failed
verify = recipient

* endpassisused with the accept verb for a 3- way
outcome

accept domains = +|ocal _domains
endpass
verify = recipient

Above endpass, failure causesthe next statement to be
run



Good and bad relaying

Arbitrary
remote hosts

Arbitrary
domains
>

Outgoing

Open
relay
In(rlglfg;ng Your host
Specific
domains

relay to domains

relay

Specific
hosts

relay from _hosts
+

Authenticated hosts



Message filtering

Exim supportsthree kinds of filtering

User filter: run while routing (“.forward with
conditions’)

System filter: run once per message
Transport filter: external program added to transport

User and system filtersare run for each delivery
attempt

If delivery isdeferred, filtersrun more than once
(updateswhilein queue)

User and system filters use the same syntax

System filter has some additional commands (fail,
freeze)

They can be enabled for redirection filters

Exim also supportsalocal scan() function



User filter example

# Eximfilter

# Don't touch bounces

| f error_nmessage then finish endif

# Throw away | unk

| f
$h_subj ect: contains "Make noney" or
$sender address mat ches \N"\d{8} @N or
$nessage body contains "this is spani

t hen seen finish endif

# Auto-reply

| f personal alias phlO@am ac. uk then
mai | subject "Re: $h subject:”
file $hone/ aut o-repl y/ nessage
| og $home/ auto-reply/l og
once $hone/ aut o-repl y/ once

endi f



Filter commands

deliver does“true” forwarding (sender does not
change)

save deliversto anamed file
pipedeliversviaapipetoagiven command
mail generates a new mail message

logwrite writesto alogfile

deliver, save, and pipe are significant by default
Can be made not significant by unseen
logwrite happensduringfiltering

The othersare just set up duringfiltering and happen
later

Theresult of pipeisnot available during filtering

Sysadmin can lock out anumber of filter facilities
save, pipe, mail, and logwrite commands

avictanecn tnete Ilanlziitne Darl raadfilae ritmn 1 avihnAanciANn e



The system filter

Runsonce per message, at every delivery start
Usefirst _delivery to detect very first time
Can see all recipientsin $recipients
Can add to recipientsor completely replace recipients
Non- significant delivery adds, significant delivery
replaces
Can add header linesthat are visible to the routers,
transports, and user filters
Can remove header lines
Can freeze message or bounce it

Set up by
systemfilter = /etc/eximsysfilter
systemfilter file transport address file
system filter pipe _transport addr ess_pi pe
systemfilter user = exim



Large installations

Use alocal name server with plenty of memory
Exim islimited by disc I/ O
Use fast disc hardware
Put hintson RAM disc
Set split_spool _directory
Use multiple directories for user mailboxes
Avoid linear password files
Use maildir format to allow parallel deliveries (file per
msg)
Plan to expand “sideways” with parallel servers
This also helps add more disc access capacity
Separate incoming and outgoing mail
Keep output queue asshort as possible

Use fallback hosts and/ or $message age for several
levels



Separating mail functions

) Long- term
outserver

\ ]

|nserver2 Inserverl Outserverl Outserver?2
M T !
Fil eserver(sﬂ POP/IM AP
(Mailboxes, g server
Dial- in queue
\\

T

Dial- InSMTP
deliverer

l

|

Clients' POP/IM AP boxes

Clients' SM TP boxes




